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B Secure randomness-LR KEM/DEM scheme
even if leaks after public key is published

® Relax the leakage model (describe later)
® | cakage rate =1 - o(1) (DDH assumption)
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Theorem.
No secure randomness-LR scheme exists
if randomness leaks after public key is published

Proof:

® Adversary’s strategy:

e Set f(r) := { i-th bit of Enc,,(my; r) } for random i

e |f f(r) = {i-th bit of c }, output 1, o.w. a random guess
® Whenb=0,Pr[b=b"]=1/2

® Whenb=1,Pr[b=b"]12>1/2+1/]|c|
since f(r) = { i-th bit of c } w.p. at least 1/|c|
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® 1-bit leakage - insecurity
® Secure key-LR scheme [AGV09][NSQ9]...

et

B Relax the leakage model
® Fit for KEM/DEM framework
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b ¢, = DEM.Enc,(m;r,)
B Remark:

(1) Rand. for KEM/DEM leaks independently
+ (2) Messages are independent of DEM leakage
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B |dea: key-LR scheme - randomness-LR scheme
Exchange the roles of key and randomness !!

Key-LR KEM/DEM scheme: Rand.-LR KEM/DEM scheme:
Gen: 1" - param Gen: 1" - param
sample = sk sample = I,

param,sk =2 pk param,r, = C,
PK = (param, pk), SK = sk K= (param, c,), SK =r,
Enc:| sample -2 I, Enc:| sample -2 sk

param,r;, = C, param,sk 2 pK
> K <4ss—) 2> K

Need to exist algorithms to generate same K k&
o from (param, pk, r) and (param, c,, sk)

HPS = HPS-based scheme [NS09] rate = 1 - o(1)




Conclusions

B Leakage of randomness in PKE

m Our results

® No secure scheme if leakage occurs after PK is
published

® Secure KEM/DEM scheme even if leakage
occurs after PK is published

e Restriction: Rand. in KEM/DEM leaks independently
+ message is independent of DEM leakage

e |dea: key-LR - randomness-LR
e lLeakage rate: 1 - o(1) from key-LR scheme [NSQ09]
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Related work

B Hedged public-key encryption [BBN+09]

® Adversary can choose a joint distribution of
message and randomness (with enough
entropy)

e |f uniform randomness - CPA-security
otherwise - weaker security

® Can be seen as randomness-LR PKE

e Randomness leakage = Choice of distribution

e Corresponding to randomness leakage
before public key is published

— Message must be independent of public key



Secure randomness-LR KEM/DEM scheme

Key-LR scheme [NSQ9]: Our scheme:
Gen: g,,8, €g G - param Gen: g8, € G - param
X1, X3 €Eg L, 2 sk regl, —2>r
h =g g,** > pk 88 ¢
PK = (param, pk), SK = sk PK = (param, c,), SK=r
Enc:| regf, —>r Enc: Xy, X; €Eg £, 2 sk
g, 8 ¢ h=gXg** > pk
™ S K (2)"(g )2 > K
s € 10,1} s €g {0,1}t
Ext(K,s)+m - ¢, Ext(K, s)tm - ¢,
C = (¢, &) C = (pk, Cy)

B ElGamal-based scheme of [NS09] - leak rate = 1/2
® HPS-based scheme of [NSO9] - leak rate =1 - o(1)
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B = (Gen Enc’, Dec’)
Gen’(1M) : s & Ut, (pk, sk) € Gen(1"),
pk’ = (pk, s), sk’ = sk
Enc’ .(m) : r &€ U,, c = Enc,, (m; Ext(r,s))
Dec,sk( ) Decsk( )

B Theorem.
If m = (Gen, Enc, Dec) is CPA-secure,
then m’ is randomness-LR secure

® Proof: Ext(r,s) is (almost) uniform
even if f(r) leaks

® Remark: Only one-message (or bounded-poly-
many message) security



